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Introduction 
This document summarizes the Connecticut Health Care Coalition  Hazard Vulnerability 

Assessment Workshop conducted on August 12, 2026. It includes an overview of the 

process that was used to identify and prioritize the hazards most likely to impact member 

organizations in the Connecticut Health Care Coalition, as well as identified mitigation 

strategies.   

 

The workshop was conducted with input from all coalition members rather than focusing 

on an individual facility level to ensure the incorporation of additional context for the risk 

assessment. For example, public health partners, hospitals, and state agencies may have 

quantitative and qualitative data based on their own risk assessments and actual events 

that can contribute to the coalition hazard vulnerability assessment. This report may 

prompt additional discussions and inform Coalition considerations related to future 

activities, planning priorities, resource allocation, and expenditures. 

 

Background 
The Connecticut Health Care Coalition is a single state-wide health care coalition 

covering eight counties in Connecticut. In 2022, the State of Connecticut requested that 

The U.S. Census Bureau adopt its nine planning regions as county-equivalents, which 

replace Connecticut's eight counties used historically. As the U.S Census Bureau and HHS 

does not have data for those regions yet, county data is used for the purposes of this 

assessment. For more information on the planning regions, refence the National Archives 

Federal Register. 

 

The state has a mix of coastal cities and rural areas dotted with small towns with a 2026 

population of 3,702,5431 residents over 4,800 square miles. 5.54% of residents are without 

healthcare coverage. According to the HHS emPOWER Map, 597,036 residents or 

approximately 16.3% of the state population are Medicare Beneficiaries and 21,900 

(0.59%) are at risk beneficiaries2. There are a total of 26 licensed acute care hospitals, and 

two Long-Term Acute Care Hospitals in Connecticut.  

 
Table 1: HHS emPOWER Data 

County Medicare 

Beneficiaries^ 

At Risk 

Beneficiaries^ 

Hospitals 

Fairfield 181, 717 4,152 

• Bridgeport Hospital 

• Danbury Hospital 

• Greenwich Hospital 

 

 
1 https://worldpopulationreview.com/states/connecticut  
2 Medicare beneficiaries living independently at home who rely on electricity-dependent medical equipment, devices, 

or essential health care services that become life-threatening during a power outage or disaster. 

https://www.federalregister.gov/documents/2022/06/06/2022-12063/change-to-county-equivalents-in-the-state-of-connecticut
https://www.federalregister.gov/documents/2022/06/06/2022-12063/change-to-county-equivalents-in-the-state-of-connecticut
https://empowerprogram.hhs.gov/empowermap
https://worldpopulationreview.com/states/connecticut
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County Medicare 

Beneficiaries^ 

At Risk 

Beneficiaries^ 

Hospitals 

• Norwalk Hospital 

• St. Vincents Medical Center 

• Stamford Hospital 

Hartford 193,916 5,804 

• Bristol Hospital 

• CT Children’s 

• Hartford Hospital 

• Hospital for Special Care 

• Manchester Memorial 

• St. Francis Hospital & Medical Center 

• Hospital of Central CT- New Britain 

• Hospital of Central CT- Bradley 

• UConn John Dempsey 

Litchfield 48,706 1,559 

• Charlotte Hungerford 

• New Milford Hospital 

• Sharon Hospital 

Middlesex 43,034 1,066 • Middlesex Hospital 

New 

Haven 
185,741 5,173 

• Gaylord Hospital 

• Griffin Hospital 

• MidState Medical Center 

• Milford Hospital 

• St. Mary’s Hospital 

• Waterbury Hospital 

• Yale New Haven Hospital 

• Yale New Haven Children’s 

New 

London 
65,724 2,156 

• Backus Hospital 

• Lawrence + Memorial 

Tolland 32,664 942 
• Johnson Memorial Hospital 

• Rockville General Hospital 

Windham 27,251 1,048 
• Day Kimball Hospital 

• Windham Hospital 

^ Data from the HHS emPOWER Map Data is updated monthly. 

 

Methodology 
A Hazard Vulnerability Assessment is typically conducted at the individual organization 

level, which makes the Coalition’s hazard vulnerability assessment somewhat unique. 

While there will likely be significant overlap between the hazards identified by the 

Coalition and those identified by individual healthcare organizations, the two 

assessments serve different purposes and should remain separate processes. 

 

Not every vulnerability identified through the workshop will affect every member 

organization in the same way. However, many organizations share common hazards, 

dependencies, and challenges that can have broader impacts across the healthcare 

system. 
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The Connecticut Health Care Coalition conducted a collaborative hazard vulnerability 

assessment workshop to identify and prioritize hazards from a coalition-wide perspective. 

Member organizations are encouraged to use the results as an additional resource when 

conducting or updating their own hazard vulnerability assessments and other risk 

assessments. This collaborative approach can also help organizations demonstrate 

coordination with healthcare coalition partners and other external stakeholders as part 

of their emergency preparedness and risk assessment activities. 

 

The Coalition Workshop used a combination of interactive polling and facilitated 

discussion to move participants from a broad review of potential hazards to a prioritized 

list of hazards with the greatest potential to disrupt healthcare delivery. 

 

Participants were presented with an extensive all-hazards list and used an interactive 

polling platform to individually select and rank the ten hazards they believed posed the 

greatest risk to healthcare delivery and continuity of operations. Polling allowed 

participants to provide individual input simultaneously and provided the group with real-

time results identifying the highest-ranked hazards. 

 

The ten highest-ranked hazards were then reviewed through facilitated group discussion. 

The purpose was not simply to validate the polling results, but to develop a shared 

understanding of each hazard and consider its potential impact across different parts of 

the healthcare system. Participants discussed: 

• What each hazard meant within the context of the hazard vulnerability 

assessment and healthcare delivery. 

• Which healthcare services or functions would likely be disrupted first. 

• Which organizations, healthcare sectors, or partners could experience the 

greatest impact. 

• Potential cascading or secondary impacts across the healthcare system. 

• What concerned participants most about each hazard category. 

• Where impacts and operational challenges overlapped among hazards. 

 

Based on the discussion, participants identified hazards that shared similar causes, 

consequences, or impacts on healthcare operations. Where appropriate, related 

hazards were combined into broader categories to reduce duplication and better 

represent their potential system-wide effects. Hazard definitions were also clarified to 

establish a common understanding before the final prioritization. 

 

Participants then used the polling platform to complete a second round of prioritization 

and identify the five hazards presenting the greatest concern for the coalition and its 

healthcare partners. Unlike the initial ranking, participants completed this vote after 

considering the potential disruption to healthcare services, organizations most likely to be 

affected, cascading impacts, and concerns identified through the group discussion. 
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The resulting top five hazards represent a combination of quantitative polling results and 

the collective experience and perspectives of coalition members. These hazards were 

carried forward for additional assessment and will help inform coalition planning, 

mitigation strategies, training, exercises, and preparedness priorities. 

 

A total of 60 participants from 48 unique organizations contributed to the workshop. The 

results are included in this report and will help guide the Connecticut Health Care 

Coalition’s priorities for planning, training, exercises, and future resource investments. 

 

 
Figure 1:Total Organizations by Type 

 

Top Coalition Hazards 
The top hazards identified in the 2026-2027 hazard vulnerability assessment  workshop, 

based on their potential to impact the delivery of health care services are:   

1. Cybersecurity Incident 

2. Highly Contagious Infectious Disease  

3. Hazardous Material Incident  

4. Severe Weather 

5. Extended Downtime Event 

 

In the chart below, the top five coalition hazards have been operationalized with 

definitions informed by participant discussion and background research to provide a 

clear and shared understanding of each hazard. 
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Table 2: Hazard Definitions 

Hazard Definition 

Cyber Security 

Incident  

A cybersecurity incident is a malicious or unauthorized event that disrupts, compromises, or limits 

access to information technology, communications, data, or operational systems used by the 

Healthcare Coalition or its member organizations. Events may include ransomware, malware, 

denial-of-service attacks, compromised accounts, data breaches, or attacks on third-party 

vendors and shared technology platforms. 

 

A significant cyber event may affect one or multiple healthcare organizations simultaneously and 

can disrupt electronic health records, communications, patient tracking, pharmacy and 

laboratory systems, medical devices, scheduling, supply chain operations, or other systems 

necessary to maintain healthcare delivery. A widespread or prolonged event may require 

organizations to operate under downtime procedures, coordinate patient movement, share 

scarce resources, and establish alternate methods for communication and situational awareness 

across the healthcare system. 

 

Highly Contagious 

Infectious Disease 

Event  

A highly contagious infectious disease event is the emergence or spread of a communicable 

disease capable of causing significant illness and sustained transmission within the community, 

healthcare settings, or other congregate environments. Events may involve a novel or emerging 

infectious disease, an outbreak of a known disease, or a disease that requires enhanced infection 

prevention, isolation, testing, treatment, or public health measures. 

 

A significant infectious disease event may result in increased patient volumes, demand for 

isolation capacity, staffing shortages, healthcare worker exposures, increased use or shortages of 

personal protective equipment, pharmaceuticals, laboratory services, and other critical 

resources. Widespread or prolonged transmission may also affect routine healthcare delivery, 

patient movement, workforce availability, supply chains, and facility operations, requiring 

Healthcare Coalition partners to coordinate situational awareness, resource needs, patient care 

strategies, and healthcare system support. 
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Hazard Definition 

Hazardous Materials  

Incident  

A hazardous materials incident is the accidental or intentional release, spill, exposure, or potential 

exposure to a chemical, biological, radiological, or other hazardous substance that threatens 

human health, healthcare operations, or the surrounding community. An incident may occur at 

an industrial or transportation site, healthcare facility, laboratory, or other location and may affect 

a single facility or multiple communities and healthcare organizations. 

 

A significant HazMat incident may result in a rapid influx of contaminated or exposed patients, 

increased demand for decontamination and specialized treatment, healthcare worker exposure 

risks, and the need for additional personal protective equipment, pharmaceuticals, and 

specialized resources. Contamination may also restrict access to healthcare facilities or require 

evacuation, shelter-in-place, or temporary changes in facility operations. A large-scale event 

may require Healthcare Coalition partners to coordinate situational awareness, specialized 

resources, patient distribution and movement, and healthcare system support. 

 

Severe Weather  

A severe weather event is a significant or prolonged weather condition that disrupts healthcare 

operations, infrastructure, transportation, utilities, or access to essential services. Events may 

include hurricanes and tropical storms, severe thunderstorms, tornadoes, flooding, extreme heat 

or cold, ice storms, and significant snowfall. Severe weather may affect a single community or 

create widespread impacts across multiple regions. 

 

A significant severe weather event may result in power or utility outages, facility damage, 

transportation disruptions, supply chain delays, staffing shortages, increased patient volumes, 

evacuation or shelter-in-place operations, and interruptions to routine healthcare services. 

Widespread or prolonged impacts may also affect communications, patient movement, access 

to healthcare facilities, and the availability of critical supplies and services, requiring Healthcare 

Coalition partners to coordinate situational awareness, resource needs, and healthcare system 

support across affected areas. 
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Hazard Definition 

Extended Downtime  

An extended downtime event is a prolonged disruption or loss of access to technology, 

communications, utilities, or other systems necessary to support normal healthcare operations. 

Downtime may result from a cyber incident, technology failure, infrastructure disruption, utility 

outage, vendor or third-party failure, or other event and may affect a single organization, multiple 

facilities, or healthcare systems across a region. 

 

A significant or prolonged downtime event may disrupt electronic health records, clinical 

documentation, communications, diagnostic and laboratory services, pharmacy operations, 

medical devices, scheduling, patient tracking, supply chain functions, and other essential 

services. Organizations may be required to maintain patient care using manual or alternate 

processes for an extended period, potentially resulting in increased workload, reduced efficiency, 

delays in care, resource shortages, patient movement, and increased risk to patient safety. 

Widespread events may also limit the ability of the Healthcare Coalition and response partners to 

maintain situational awareness, coordinate resources, and support healthcare system operations. 
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Assessment of Impact and Probability 
Following identification of the top five hazards, participants assessed the 

probability and potential impact of each hazard. Each of the five hazards was 

considered individually so participants could apply the same criteria consistently 

across the final priority hazards. 
 

For probability, participants considered the likelihood that the hazard could occur 

and significantly affect healthcare delivery within the coalition’s area of 

responsibility. Participants were encouraged to consider historical experience, 

recent events and trends, known vulnerabilities, and current conditions when 

assigning their ratings. 
 

For impact, participants considered each hazard across three impact areas: 

• Human Impact: The potential for injury, illness, death, displacement, or other 

effects on patients, healthcare personnel, and the populations served by 

coalition members. 

• Property Impact: The potential for damage to or loss of healthcare facilities, 

infrastructure, equipment, technology, utilities, supplies, or other physical 

assets necessary to support healthcare delivery. 

• Business Impact: The potential for disruption to healthcare operations and 

essential services, including staffing, financial impacts, supply chain 

interruptions, loss of critical systems or information, reduced service 

capacity, and challenges maintaining continuity of operations. 

 

This process provided greater context for the initial hazard ranking by identifying 

not only which hazards were of greatest concern, but also how and where their 

consequences could be experienced across the healthcare system. The results 

will be used to further define coalition priorities and inform subsequent discussion 

of preparedness gaps and potential mitigation strategies. 

 
Table 3: Hazard Probability and Impact 

Hazard Probability Human 

Impact 

Property 

Impact 

Business 

Impact 
Cyber Security 

Incident  
High High Low High 

Highly 

Contagious 

Infectious 

Disease Event  

High High Low High 

Hazardous 

Materials  

Incident  

High Moderate Low High 
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Hazard Probability Human 

Impact 

Property 

Impact 

Business 

Impact 
Severe 

Weather  
Moderate  High Low Moderate 

Extended 

Downtime  
High High High Moderate  

 

Identification of Vulnerabilities and Impacts 
The vulnerability portion examined conditions that could increase the healthcare 

system’s susceptibility to disruption and affect the ability to maintain essential 

health care services. Rather than assessing vulnerabilities separately for each of 

the five priority hazards, participants considered the five hazards collectively to 

identify vulnerabilities that could affect healthcare delivery across multiple types 

of incidents. 

 

During discussion, participants identified common vulnerabilities related to areas 

such as staffing, space, supplies and equipment, systems and infrastructure, 

communications, transportation, and other critical dependencies. The discussion 

also considered how these vulnerabilities could affect different healthcare 

organizations, essential services, and the ability of the healthcare system to 

continue operating under stressed or degraded conditions. 

 

The impacts on health care service delivery were derived from the vulnerabilities 

identified and the discussion that occurred throughout the assessment process. 

These impacts reflect how identified weaknesses or dependencies could translate 

into operational consequences, such as reduced service availability, delays in 

care, workforce limitations, resource shortages, disruptions to patient movement, 

loss of critical systems, or increased reliance on regional and statewide 

coordination. 
 

Taken together, the identified vulnerabilities and resulting impacts provide a 

broader view of where the healthcare system may experience challenges 

regardless of the specific hazard. The findings will help inform coalition priorities for 

mitigation, planning, resource coordination, training, exercises, and future 

preparedness initiatives. 
 

The results helped identify where the healthcare system may be most susceptible 

to disruption. 

 

The table below details each of the identified vulnerabilities with their associated 

potential impacts.



Hazard Vulnerability Assessment 2026-2027            10 

Table 4: Vulnerabilities and Impacts 

Vulnerabilities  Impacts 

Supply chain impacts 

• Shortages of critical medical supplies and equipment  

• Delayed or reduced patient care 

• Modification or postponement of services and procedures 

• Reduced surge capacity  

• Reliance on substitute or alternative products 

• Increased competition for scarce resources 

• Disruptions to pharmaceutical availability  

• Increased costs and financial strain  

• Resource allocation and prioritization decisions  

• Cascading impacts across healthcare services  

• Extended recovery of normal healthcare operations  

Workforce  

• Burnout and mental health impacts  

• Reduced capacity to maintain essential healthcare services 

• Reduced inpatient, emergency, outpatient, or specialty care capacity  

• Delays in care and increased patient wait times 

• Reduction, consolidation, or temporary suspension of services  

• Reduced surge capacity  

• Increased workload and extended shifts for available staff  

• Greater reliance on temporary, contract, mutual aid, or reassigned personnel  

• Gaps in specialized clinical capabilities  

• Challenges maintaining appropriate staffing ratios and standards of care 

• Reduced ability to support concurrent response functions 

• Longer-term operational impacts  

Information technology  

• Loss or limited access to electronic health records  

• Delays in clinical decision-making and patient care  

• Transition to manual or downtime procedures, increasing workload and slowing clinical and 

administrative processes 
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Vulnerabilities  Impacts 

• Disruption of medication ordering, pharmacy, laboratory, imaging, and diagnostic systems 

• Reduced ability to track patients, beds, resources, and facility status across the healthcare 

system  

• Communication and information-sharing challenges  

• Delays in patient admission, discharge, and transfer 

• Disruption of scheduling, registration, billing, and other administrative functions  

• Increased risk of incomplete, delayed, or inconsistent documentation  

• Reduced interoperability and situational awareness across healthcare organizations and 

response partners 

• Greater reliance on redundant or alternate communication and information-sharing methods 

• Extended recovery requirements 

Communications 

disruption 

• Reduced situational awareness  

• Delayed notification and sharing of critical incident information, affecting timely decision-

making and response  

• Difficulty coordinating patient movement and transfers  

• Delays in requesting, locating, and coordinating resources  

• Reduced ability to communicate changes in facility status, capacity, or service availability  

• Challenges coordinating with staff, including notification, recall, scheduling, and assignment of 

personnel 

• Inconsistent or conflicting information among healthcare organizations and response partners.  

• Reduced ability to coordinate regional or statewide response activities  

• Reliance on alternate or redundant communication methods  

• Delays in communicating with patients, families, and the public  

• Difficulty maintaining a common operating picture  

• Increased potential for duplicated efforts, missed requests, or gaps in coordination  

• Slower escalation of emerging healthcare system needs  

Infrastructure (facilities, 

water, power etc.) 

• Patient Safety  

• Partial or complete loss of healthcare facility operations  
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Vulnerabilities  Impacts 

• Reduced patient care capacity  

• Loss of electrical power 

• Loss or disruption of potable water 

• Failure or degradation of HVAC systems 

• Disruption of medical gas systems  

• Patient evacuation, relocation, or redistribution  

• Reduced ability to accept new patients or maintain surge capacity, increasing pressure on 

surrounding healthcare organizations  

• Disruption of essential support services including sterilization, pharmacy, laboratory, dietary, 

laundry, waste management, and environmental services 

• Limited physical access to healthcare facilities due to flooding, structural damage, debris, 

transportation disruptions, or other conditions  

• Increased reliance on emergency power, alternate water sources, temporary facilities, and 

other contingency measures  

• Cascading impacts on other healthcare organizations   

• Prolonged service disruption and recovery  

Limited specialty staff 

(ICU, dialysis, pediatrics, 

behavioral health) 

• Reduced availability of specialized care  

• Delayed access to specialty consultation, assessment, and treatment 

• Reduced ICU, dialysis, pediatric, behavioral health, and other specialty service capacity  

• Increased need to transfer patients  

• Patient transfer delays when specialty capacity is limited across multiple facilities or regions 

• Longer patient stays in emergency departments or other interim care areas while awaiting 

specialty placement  

• Reduced ability to manage increases in patient volume or acuity during a surge event  

• Greater reliance on telehealth, cross-coverage, mutual aid, or other alternate staffing 

strategies  

• Reassignment of specialty staff, potentially creating gaps in other clinical services  

• Need to prioritize limited specialty resources  
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Vulnerabilities  Impacts 

• Increased demand on regional and statewide patient movement coordination  

• Potential disruption or temporary suspension of specialty services  

• Cascading impacts on patient flow and overall facility capacity  

Limited surge space 

• Reduced ability to accommodate increases in patient volume  

• Emergency department and inpatient overcrowding 

• Limited ability to separate patient populations  

• Use of non-traditional or non-clinical spaces for patient care  

• Reduced ability to expand ICU, isolation, behavioral health, pediatric, or other specialized 

capacity 

• Delays in accepting patient transfers  

• Increased need for patient redistribution of patients 

• Postponement or reduction of elective and non-urgent services  

• Patient flow and throughput challenges  

• Increased pressure on surrounding healthcare organizations  

• Greater reliance on alternate care areas or temporary expansion solutions  

• Reduced flexibility to respond to concurrent incidents or additional surges  

Evacuation 

requirements 

• Temporary reduction or loss of healthcare services  

• Rapid need to relocate patients while maintaining continuity of care during movement 

• Increased demand for transportation resources 

• Disruption of ongoing treatments  

• Patient tracking and family reunification challenges  

• Increased staffing demands to support patient preparation, movement, transport, and 

continuity of operations 

• Reduced regional surge capacity  

• Coordination challenges  

• Extended disruption of healthcare access within the affected community  

• Complex repatriation and recovery needs  
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Vulnerabilities  Impacts 

Pediatric surge 

• Rapidly exceeding available pediatric bed capacity 

• Increased demand for pediatric-trained clinical staff 

• Increased demand for pediatric-specific equipment  

• Delays in transferring pediatric patients  

• Increased need for regional or interstate patient movement  

• Need to adapt adult care spaces for pediatric patients  

• Challenges maintaining appropriate separation of pediatric and adult patient populations  

• Increased demand for pediatric specialty consultation  

• Increased demand for pediatric-capable EMS and critical care transport resources 

• Family support and reunification challenges 

• Increased pressure on the limited number of facilities providing specialized pediatric services 

Credentialing and 

privileging delays 

• Delayed deployment or utilization of supplemental healthcare personnel  

• Reduced ability to rapidly expand staffing capacity  

• Delays in assigning staff to clinical roles appropriate to their training, licensure, and experience  

• Underutilization of available clinical personnel 

• Reduced ability to expand specialty services when incoming specialists cannot be quickly 

authorized to practice 

• Increased workload on existing credentialed staff  

• Reduced surge capacity  

• Delays in opening or fully staffing alternate or expanded patient care areas  

• Greater reliance on existing staff working extended shifts or assuming additional responsibilities  

• Difficulty sustaining prolonged operations  

Burn surge 

• Rapidly exceeding specialized burn care capacity 

• Increased demand for burn-trained clinical staff  

• Increased demand for critical care, respiratory support, surgical services, and wound 

management 

• Shortages of burn-specific supplies, medications, dressings, and equipment 

• Increased demand for operating room and ICU capacity  
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Vulnerabilities  Impacts 

• Need for non-burn facilities to stabilize and provide initial or ongoing care to burn patients until 

transfer is available 

• Delays in transfer to burn centers  

• Increased demand for critical care and specialized transport resources 

• Cascading impacts across the healthcare system as ICU beds, operating rooms, staff, 

transport, and other resources are redirected to support the burn surge 
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As part of the process, participants considered which populations may 

experience a greater impact from the five priority hazards, particularly when 

disruptions affect access to health care, essential services, transportation, staffing, 

utilities, or medical resources. The populations identified included:  

• Older adults and the frail elderly 

• Infants and young children 

• Medically fragile individuals 

• Individuals with functional and access needs 

• Medically technology-dependent individuals 

• Individuals with limited access to transportation or health care  

• Pregnant and postpartum individuals 

• Home-based care populations 

• Individuals requiring behavioral health services 

 

These populations may be disproportionately affected because of their reliance 

on ongoing clinical care, specialized services, medications, medical equipment, 

caregivers, transportation, or other support systems. Disruptions may also create 

additional challenges with evacuation, communication, continuity of treatment, 

access to appropriate care settings, and maintaining health and independence 

during prolonged events. Identifying these populations helps the coalition 

consider where additional coordination, planning, resource support, and 

continuity strategies may be needed to maintain equitable access to health care 

during emergencies. 

 

Mitigation Strategies  
During the final phase of the workshop, participants were asked to identify mitigation 

strategies that could reduce the vulnerabilities and potential impacts associated with the 

five priority hazards. Participant responses were generally broad and focused on several 

recurring areas: coordination, redundant communications, resource readiness, planning, 

training, exercises, and partnerships. 

 

Because many of the identified vulnerabilities cross multiple hazards, the mitigation 

strategies were considered from an all-hazards, coalition-level perspective rather than as 

individual actions for each hazard. The responses provide a starting point for identifying 

opportunities where the Connecticut Health Care Coalition can strengthen collective 

preparedness and healthcare system resilience. 

 

Based on participant input and the vulnerabilities identified during the workshop, the 

following mitigation priorities were identified: 



Hazard Vulnerability Assessment 2026-2027       17 

• Strengthen Healthcare System Coordination: Enhance mechanisms for regional and 

statewide healthcare coordination during incidents, including continued 

development and use of a Medical Operations Coordination Center or similar 

coordination structure. This may include defining activation triggers, roles, information 

requirements, resource coordination processes, and integration with existing state 

and regional response structures. 

• Improve Redundant and Interoperable Communications: Evaluate and invest in 

redundant communication capabilities that allow healthcare partners to maintain 

communication when primary systems are unavailable or degraded. Efforts should 

emphasize interoperability across healthcare, public health, emergency 

management, EMS, long-term care, and other response partners and include 

procedures for transitioning to alternate communication methods during cyber or 

extended downtime events. 

• Strengthen Resource and Asset Readiness: Establish a systematic process for 

maintaining visibility of coalition-funded and regionally available supplies and 

equipment. This should include periodic inventory, inspection, testing, maintenance, 

replacement planning, identification of storage locations, and clear procedures for 

requesting and deploying available assets. 

• Enhance Downtime and Continuity Planning: Strengthen plans and procedures for 

maintaining essential healthcare functions during disruptions to information 

technology, communications, utilities, infrastructure, supply chains, or other critical 

dependencies. Planning should address alternate processes, redundant systems, 

resource needs, decision-making authorities, and coordination with external partners. 

• Expand Cross-Sector Partnerships: Strengthen relationships between healthcare 

organizations and emergency response partners, particularly for hazards requiring 

specialized capabilities such as hazardous materials incidents, infrastructure 

disruptions, evacuation, and mass casualty events. Opportunities may include joint 

planning, information sharing, resource identification, and participation in 

multidisciplinary preparedness activities. 

• Translate  Plans into Operational Capability through Training and Exercises: Use 

training and exercises to validate plans, familiarize partners with available resources 

and coordination processes, and identify remaining capability gaps. Exercises should 

increasingly focus on the vulnerabilities identified through the workshop and test the 

healthcare system's ability to operate when multiple resources or systems are 

simultaneously constrained. 

 

These mitigation priorities are not intended to represent a comprehensive list of corrective 

actions. Rather, they establish broad areas for further development. Specific projects, 

responsible organizations, timelines, resource requirements, and measurable outcomes 

can be developed through the coalition's strategic planning, workgroups, Training and 

Exercise Plan, and annual preparedness activities. 
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The table below provides an overview of identified vulnerabilities with their associated 

potential healthcare impacts and proposed coalition-level mitigation directions.  

 
Table 5: Mitigation Direction 

Vulnerability 
Potential Healthcare 

Impact 

Coalition-Level Mitigation 

Direction 

Supply chain interruptions 

Shortages; reduced 

services; limited surge 

capacity 

Resource visibility, supply 

coordination, asset 

management 

Workforce/specialty 

staffing shortages 

Reduced capacity; 

delayed care; transfers 

Staffing strategies, mutual 

aid, specialty coordination 

IT/communications 

disruption 

Loss of situational 

awareness; delayed 

coordination 

Redundant 

communications, 

downtime plans, 

interoperability 

Infrastructure disruption 
Facility/service loss; 

evacuation 

Continuity planning, 

resource coordination, 

partner integration 

Limited surge/specialty 

capacity 

Patient flow constraints; 

transfers 

Medical Operations 

Coordination Center, 

patient movement 

coordination, regional 

capacity planning 
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Recommendations and Next Steps 
Based on the findings of the workshop, the following next steps are recommended to 

further evaluate identified vulnerabilities and translate the assessment findings into 

actionable preparedness initiatives: 

• Align mitigation strategies with identified priorities. Review the vulnerabilities, 

impacts, and mitigation themes identified through the workshop against existing 

coalition priorities, plans, projects, and funding opportunities to identify where 

current activities address risk and where additional action may be needed. 

• Conduct a Healthcare Workforce Readiness and Resilience Assessment. Further 

evaluate workforce vulnerabilities identified through the workshop, including 

access to critical and specialty personnel, workforce continuity, staffing surge 

strategies, cross-training, credentialing and privileging, and the ability to sustain 

healthcare operations during prolonged incidents. 

• Develop actionable mitigation strategies. Further define the broad mitigation 

themes identified during the workshop by establishing specific activities, 

responsible partners, anticipated outcomes, resource requirements, and 

appropriate timelines. 

• Integrate workshop findings into planning, training, and exercises. Use the 

identified vulnerabilities and impacts to inform updates to coalition plans, the 

Training and Exercise Plan, exercise objectives, workshops, and future 

preparedness activities. 

• Incorporate findings into strategic and funding decisions. Use workshop results as 

one source of information when establishing coalition priorities, developing future 

projects, and determining where preparedness funding may have the greatest 

impact. 

• Establish a process for monitoring progress. Periodically review mitigation initiatives 

and related preparedness activities to determine whether identified vulnerabilities 

are being addressed and incorporate new information from exercises, 

assessments, real-world incidents, and partner feedback into future Hazard 

Vulnerability Assessment cycles. 

 


